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1. Introduction

1.1 The Public Sector Internal Audit Standards (PSIAS) require the Council’s internal 
audit function to compile an indicative annual plan of assurance and audit work. This 
document complements the Internal Audit Charter and the Council’s Risk 
Management Framework and outlines the proposed programme of internal audit and 
assurance activity for the financial year 2021/22 but is a flexible and agile document 
which will be reviewed and amended throughout the year to ensure that its content 
reflects St Helens Borough Council’s emerging risks and priorities.

1.2 The Covid-19 pandemic has had a significant impact on organisations and their 
working environments. As St Helens adapts its ways of working to an increased 
emphasis on agile working and continues to deal with the impact of the pandemic, 
Internal Audit has an important role to play in providing critical assurance and 
helping to advise Directorate Management Teams (DMTs), the Executive Leadership 
Team (ELT) and the Audit and Governance Committee on a changing risk and 
controls landscape. For that reason, Internal Audit needs to adapt and be proactive, 
prepared and informed as to regulatory and Government announcements that could 
affect the Council’s business.

1.3 The Audit and Governance Committee has responsibility for reviewing the adequacy 
of the Council’s corporate governance, internal control and risk management 
arrangements. The work performed by the Audit and Risk Teams are a key source of 
assurance to the Committee.

2. Definition and Mission of Internal Audit

2.1 Internal auditing is an independent, objective assurance and consulting activity 
designed to add value and improve an organisation’s operations. It helps an 
organisation accomplish its objectives by bringing a systematic, disciplined approach 
to evaluate and improve the effectiveness of risk management, control and 
governance processes.  

2.2 The work delivered by Internal Audit is governed by the Accounts and Audit 
Regulations 2015 and relevant standards including the Public Sector Internal Audit 
Standards which define the Mission of Internal Audit as follows: ‘To enhance and 
protect organisational value by providing risk-based and objective assurance, advice 
and insight.’
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3. Adding Value

3.1 The work delivered by Internal Audit should add value to the Council.  Added value 
will differ according to each auditee but the overall model should be:

 

4. Council Context and Priorities

4.1 The outline plan and its themes for 2021-22 is included at Appendix A. The content 
of the annual Internal Audit and Assurance Plan should be driven by the Council’s 
risks and priorities. The Council currently has six key priorities as follows:

Operational Improvement

Adequacy of systems, controls & compliance

Culture
Influence changes in ways of working, behaviour 

and ethics

Efficiency
Saving time and money

Organisational Success
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4.2 The Council currently has twelve strategic risks related to these priorities, but risk 
management is an ongoing process and so the number and nature of risks will 
change and are under regular review.  Reference to the current risks and priorities 
combined with national and local intelligence, regarding internal audit focus, 
suggests that the following areas are where internal audit should focus assurance 
work during 2021/22.

Budget & Savings

Cyber Security

Children's Social Care

Climate risk

Transformation

4.3 Budget & Savings

4.4 The Council’s budget position for 2021/22 is one of its greatest challenges due to 
underlying budget pressures and the impact of the COVID-19 pandemic. In setting 
the budget for 2021/22, the Council has faced significant financial pressures that 
have been factored into the budget model in an attempt to set baseline budgets at 
the correct level for the financial year, based upon current assumptions. The Council 
continues to work to address ongoing budget gaps for future years.   SR02 is the 
strategic risk related to this area.

4.5 Cyber Security

4.6 In recent years, the threat of external attacks on local authority IT systems has been 
highlighted as a key area requiring assurance. A cyber-attack on St Helens Borough 
Council could lead to a loss of income, revenue and reputation and an inability to 
meet regulatory obligations or engage with other key agencies and partners. As the 
Council maintains an increasingly agile working environment, the loss of systems 
could be catastrophic. Several local authorities have already suffered the impact of a 
cyber-attack including Hackney Borough Council and Redcar and Cleveland 
Borough Council who both experienced attacks during 2020. IT receives a number of 

Health and Care 
Partnership
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external assurances on their cyber controls therefore internal audit work will seek to 
focus resources on non-technical controls such as policy review and compliance.  
Technical IT audit skills are provided by Salford Council as the Council’s service 
currently lacks an IT audit specialist. SR05 is the strategic risk related to this area.

4.7 Children’s Social Care

4.8 An Ofsted inspection in Sept/Oct 2019 recognised some positive aspects of 
improvement but also identified several weaknesses within Children’s Social Care. 
As a result, Ofsted graded St Helens Council inadequate for two of the four 
judgements. The report identified significant drift and delay in permanence planning 
and stated that management oversight in this was not effective. The Director of 
Children & Young Peoples Services has been driving the improvement plan forward 
and there have been a number of changes in the senior leadership team. The need 
to continue to develop a culture where dynamic social work practice can be 
supported has been recognised. SR03 is the strategic risk related to this area.

4.9 Climate Action Failure 

4.10 Internal audit recognises the challenges and risks the Council faces in achieving its 
sustainability goals and minimising its environmental impact. There has been a 
disconnect between the importance and urgency of climate risk and the level of 
assurance applied to it with many internal audit services failing to include it in their 
annual plans. Internal Audit can assist the Council in this area by assessing how well 
prepared the organisation is for the climate crisis and whether the risk is being 
managed effectively at the strategic level. SR08 is the strategic risk related to this 
area.

4.11 Transformation and Cultural Change

4.12 The Council has an ambitious transformation and cultural change agenda which will 
see considerable change across the organisation. To continue to provide vital 
services to residents and communities within financial constraints will require the 
Council to transform the way it delivers those services not only effectively but 
efficiently for the benefit of the Borough. This will require most, if not all, services to 
challenge their existing service delivery arrangements, models, and staffing 
structures. Internal audit can contribute to this agenda by providing critical friend 
assistance as services examine their delivery models and control environments.

4.13 Health and Care Partnership

4.14 The Council aims to deliver excellent integrated services to ensure residents are 
able to access the help and support when they require it and the development of St 
Helens Cares will help drive that integration.  St Helens Cares’ vision is to improve 
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people’s lives in the Borough by tackling cost and demand challenges. As the 
integrated health and care arrangement consists of numerous public sector 
providers, effective partnership governance and control mechanisms will increase 
the chances of the partnership being able to deliver responsive, place based 
integrated services.

4.15 The overall Plan and its themes is included at Appendix A.

5. Consultation on the Plan 

5.1 Internal audit work is delivered according to the Public Sector Internal Audit 
Standards and the Internal Audit Charter.  Those standards require that internal audit 
compile an indicative plan based on an assessment of the Council’s risks and 
priorities. Consultation on the content of the Plan is important to ensure that 
resources are effectively focussed and will include reference to:

 Strategic risk areas e.g. cyber security, budget pressures.
 Key systems where there is materiality due to a high financial value or number 

of transactions e.g. debtors, creditors, payroll.
 Consultation with Executive Leadership Team and Directorate Management 

Teams.
 Consultation with the external auditors.
 Known previous areas of weakness.
 Areas affected by significant change in structure, legislation, system or 

process.
 Areas that relate to the savings programme and planned efficiencies.
 National and local intelligence with audit colleagues, regulatory and 

professional bodies.
 The Institute of Internal Auditors’ Risk in Focus report.

6. Delivery of the Plan

6.1 Any key issues or concerns identified as a result of assurance and audit work will be 
highlighted with the Council’s S151 Officer and the Monitoring Officer as and when 
they are identified. Progress to deliver the agreed Internal Audit and Assurance Plan 
will be reported to senior management and to the Audit and Governance Committee 
throughout the year. The Committee will also be kept informed of any proposed 
significant changes to the agreed plan of work and the reasons for those changes.

6.2 Progress reports to the Audit and Governance Committee will include a summary of 
the work carried out, the key findings and the progress made to implement agreed 
internal audit recommendations. A copy of the full report will be provided to Audit & 
Governance Committee Members where the overall assurance opinion for that report 
is limited or less.
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6.3 In accordance with the PSIAS, an annual report will be issued following the 
completion of each financial year’s audit and assurance work.  The annual report will 
provide the Head of Audit and Risk’s opinion on the effectiveness of the Council’s 
internal control, governance and risk management framework and highlight any 
significant governance and control issues. It will also include any limitations on scope 
and will highlight any significant issues identified during the year.

7. What’s Different This Year

7.1 In line with the Council’s transformation and movement towards a hybrid agile 
working environment, it is proposed that there will be a considerably reduced 
emphasis on time management within the Internal Audit Teams.  Previously, internal 
auditors have recorded the allocation of their time to enable the Service to monitor 
auditor productivity, the amount of time allocated to each audit or assignment.  Each 
assignment on the Plan has been allocated a planned number of days and the 
auditor has been required to work within that allocation as far as possible. 

7.2 The Internal Audit Service is now proposing to place the focus on outcomes rather 
than time management with each auditor being allocated a portfolio of audits and 
given responsibility (with support from their manager) to deliver those assignments 
by a target date.  

7.3 Annual audit plans have always allowed a level of flexibility to cater for emerging 
risks and priorities. The pandemic and the rapidly changing environment of local 
government means that the Plan must be more agile than ever with a move to 
quarterly planning aligned with the quarterly review of the risk registers. Changes in 
strategic risks may occur due to a new risk emerging or an existing risk reducing or 
increasing in severity and this should be reflected in the content of the Internal Audit 
Plan. As a result, the number of changes to the audit plan throughout the year are 
likely to be more significant and it is proposed that management teams are consulted 
quarterly on the content of the Plan for the coming quarter.

7.4 Given the approach to agile planning, a number of days have not been allocated to 
each assignment this year, as in previous years.  Instead, there is an allocation of 
days against each theme as set out in Appendix A.  The total number of days is 
based on an assessment of the existing internal audit resource within the Team.

8. Performance Indicators

8.1 The performance indicators for the Audit and Risk Teams have been reviewed and 
the measures for the 2021/22 year are as follows:

 Percentage completion of the audit plan – target 95%
 Customer satisfaction – target 90% 
 % of audit clients who express that the audit has added value (from post audit 

questionnaire).  Target 90%.
 Percentage of audit assignments completed by the target date – target 90%. 
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9. Audit Process

9.1 The process chart outlining the basic steps in an individual audit assignment is 
outlined below.

AUDIT PROCESS AUDITEE INPUT

Timing of audit agreed and scheduled in by both 
auditors and auditees.

Pre audit start meeting to discuss scope and objectives 
which are then outlined in terms of reference (ToR) 

issued to the auditees to check.

Audit fieldwork commences. The auditor will have 
created a testing programme linked to the agreed 

scope and objectives and will complete that testing.  
Significant issues identified will be notified to the 

client immediately.

When fieldwork has finished, the auditor will 
document all findings and produce a draft report for 
the Audit Manager who will review both testing and 

report and discuss queries with auditor.

Exit meeting – the auditor and/or audit manager will 
meet with the auditees to discuss the draft findings, 

obtain further clarification and agree remedial action. 

Draft audit report is issued which provides overall 
opinion, outlines findings and includes 

recommendations.

Further meeting if required to discuss draft.  Final 
version is issued once all agreed. 

Internal audit outcomes are summarised to the Audit & 
Governance Committee once the report has been 

agreed as final.

Allocating the agreed timing of the audit 
in your calendar will act as a reminder 
that time will need to be allocated for 

audit queries.

Engaging in the audit’s scope and 
objectives and checking the ToR will 

maximise the value of the audit to your 
service.

A timely response to audit queries and 
requests for information during 

fieldwork will help the auditor to 
complete the audit efficiently.  It will 
also reduce the number of uncleared 
queries or findings that appear in the 

draft report.

Opportunity for the auditees to 
discuss the auditor’s conclusion 

and findings, to provide additional 
evidence and clarification and to 

agree appropriate remedial action. 
Timely responses will help ensure 

the audit is relevant and up to date. 
Action owners are requested to 
note the actions and dates they 

have agreed to.

Only a summary is provided unless 
the overall opinion was limited or 
below in which case Members will 
receive a copy of the full report.
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APPENDIX A – ASSURANCE AND AUDIT THEMES 2021/22 – ST HELENS BOROUGH COUNCIL

The following table sets out the priorities for internal audit assurance. Consultation will be ongoing throughout the year and therefore the current 
proposed assignments are likely to change to reflect emerging risks and priorities. More detailed terms of references and audit objectives will 
be agreed with auditees prior to each audit commencing.

Table 1 – Internal Audit and Risk Management

Assurance Area Number 
of Days

Rationale Proposed Individual Assignments 2021/22 (based on 
consultation to date and subject to change)

Strategic Risk Areas 60 Audits that relate to providing assurance 
relating to the management of the Council’s 
key strategic risks (if not covered by other 
themes). Strategic risks relate to financial 
pressures, climate action, EU Exit, Covid-19, 
safeguarding, social care provider failure and 
regeneration.  Cyber security is also a 
strategic risk but is covered by external 
sources of assurance. 

Financial management - Medium term financial planning and 
budgeting including savings plans, commercialisation and 
financial resilience.

Climate change – to consider the Council’s preparedness for 
climate change and a potential climate crisis. 

Corporate 
Governance Audits

100 The suggested assignments in this theme 
relate to areas reflected in the Council’s 
Annual Governance Statement.  The purpose 
for the proposed individual assignments will 
be to review the effectiveness of governance 
arrangements in place (when measured 
against relevant best practice and legislation) 
and to assess, by sample testing, the level of 
compliance with the arrangements.

Workforce planning.

Contract management.

Project management.

Accident reporting and near miss reporting processes.

Partnership governance.

Complaints procedures.

Declaration of interests, gifts and hospitality.

Volunteer strategy and controls.
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Assurance Area Number 
of Days

Rationale Proposed Individual Assignments 2021/22 (based on 
consultation to date and subject to change)

Directorate Specific 
Audits – CYPS

70 Assignments that examine the governance, 
policies and processes within services 
specific to a directorate.

Ofsted Improvement Plan.

Safeguarding (relates to SR03).

County lines – review of processes and monitoring of trigger 
points.

Adoption procedures.

Prevention.

Demand Strategy

Directorate Specific 
Audits - Place

60 Assignments that examine the governance, 
policies and processes within services 
specific to a directorate.

Environmental Health (deferred from 19/20)

Estates Management (deferred from 19/20).

Town Centre Strategy.

Highways management.

Directorate Specific 
Audits – Integrated 
Health & Social 
Care

70 Assignments that examine the governance, 
policies and processes within services 
specific to a directorate. Assignments will be 
selected to focus on risks and priorities and 
consider partnership working such as the 
Health and Care Partnership.

Care management.

Social care provider monitoring.

Contact Cares.

Budget management of public health grant (Public Health 
SLT suggestion).
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Assurance Area Number 
of Days

Rationale Proposed Individual Assignments 2021/22 (based on 
consultation to date and subject to change)

Section 75 Agreement (Integrated Health & Social Care DMT 
suggestion).

Better Care Fund (Integrated Health & Social Care DMT 
suggestion).

Material and 
Financial Systems

80 Material and/or financial systems relate to 
key systems/processes where the volume 
and value of transactions is very high. Such 
audits provide assurance to the Executive 
Director of Corporate Services and S151 
Officer that robust controls are being 
maintained in these areas.

Council tax and business rates.

Treasury Management.

Capital accounting.

Payroll, travel and expenses.

Capital programme.

Debtors

Creditors

Education and 
Schools

90 Audits of a sample of schools based on an 
assessment of risk. Also, includes a themed 
audit(s) examining a control/governance area 
across a sample of schools.

The sample of schools will be agreed with the Assistant 
Director Education and Learning – sample based on change 
in schools e.g. new heads.

Provisionally, a themed audit of pupil premium has been 
agreed with the Assistant Director Education and Learning.

Another suggestion is services for schools/third party income 
systems (Internal Audit suggestion).
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Assurance Area Number 
of Days

Rationale Proposed Individual Assignments 2021/22 (based on 
consultation to date and subject to change)

COVID-19 
Assurance

50 Continuing support to the Council’s response 
to Covid-19 including assurance work on 
business grant schemes.

Grants post assurance.

Review of business continuity effectiveness during pandemic.

Public health response to pandemic (later in year).

ICT and Information 
Management Audit

40 The Team currently does not have an IT 
auditor therefore technical IT audit skills are 
sourced from Salford Council – 20 days. Less 
technical ICT audits are carried out by the in-
house service.

Technical IT audits to be confirmed following consultation 
with ICT and Salford Council.

In house audits - Schools’ ICT contract.

Records management.

Data Quality.

Consultancy and 
Critical Friend 

50 Advice and support on control and 
governance related matters for new systems, 
processes and projects. 

Waste Review (requested by Executive Director of Place).

Integrated payroll/HR system.

GOSS – new CRM system.

Advisory and 
Guidance

50 Internal auditors are often contacted for ad 
hoc advice and guidance in relation to 
various control and governance issues e.g. 
contracts, schools, processes etc.

n/a
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Assurance Area Number 
of Days

Rationale Proposed Individual Assignments 2021/22 (based on 
consultation to date and subject to change)

Grants/Certifications 60 An allocation of time for reviewing and 
certifying grant claims and other returns.  
These assignments are usually short but 
require submission by a deadline.

Troubled Families.

NHS Test & Trace.

Disabled Facilities Grant.

Bus Grant.

Local Transport Block/Fund.

Liverpool City Region grants.

Special 
Investigations

50 Time reserved to respond to and investigate 
allegations of fraud, bribery and corruption.

To be confirmed.

Ant-Fraud 
Framework

20 Update of the relevant anti-fraud policy 
framework to ensure it remains relevant.

Review and update of the Whistleblowing Policy, Anti-Fraud 
& Bribery Policy, Anti-Money Laundering Policy, Ant-Fraud 
Action Plan, Fraud Risk Assessment.

Ant-Fraud Awareness Campaign and briefings.

Anti-Fraud Controls 40 Short assignments targeted at areas where 
the fraud risk assessment considers that the 
Council is most exposed to fraud.

Council tax discount.

Local welfare assistance.

Business rates.

Fuel cards.



14

Assurance Area Number 
of Days

Rationale Proposed Individual Assignments 2021/22 (based on 
consultation to date and subject to change)

Trade/bulk waste.

Risk based audits 30 A series of short verification assignments 
aimed at providing assurance on the 
adequacy of the mitigation measures for 
strategic risks. 

A verification audit will be carried out for each strategic risk 
unless a more detailed assignment is included elsewhere in 
the Plan.  

Contingency 80 Time reserved for emerging risks and 
priorities.

To be confirmed.

Total 1000

Table 2 – Safety & Risk Assurance

Assurance Area Rationale Proposed Individual Audits (based on consultation to 
date but subject to change)

Risk Management Framework Review of the corporate risk management 
process is an ongoing process to support the 
effective identification and management of the 
council’s risks to its objectives. Comparison of 
the framework against best practice.

 Risk management framework update.
 Risk register reporting.
 Risk workshops.

Health and Safety Audits and 
Inspections - planned

Planned audits and inspections of Council 
owned premises to provide assurance that 
effective health and safety controls are being 
applied.

Includes schools, museums, leisure centres and 
Council offices.

Health and Safety Audits and 
Inspections - unplanned

Contingency for unplanned audits and 
inspections that are undertaken in response to 
accidents or other concerns.
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Assurance Area Rationale Proposed Individual Audits (based on consultation to 
date but subject to change)

Health and Safety Themed Audits Audit assignments aimed at reviewing health 
and safety procedures and controls in key risk 
areas.

 Compliance with Construction, Design, 
Management Regulations.

 Driver Safety.
 Use of personal, protective equipment (PPE).
 Asbestos management.

Health and Safety Policy 
Framework

The review and update of the Council’s Health 
and Safety Policy and related procedures.

 Policy and procedure updates.
 Fire safety management.

Accident Reporting and Monitoring The recording of accidents incurred within the 
Council and reporting to the Health and Safety 
Executive when required. The Team will 
identify trends and remedial action.

 Accident recording.
 Monitoring and reporting of statistics.
 Liaising with the HSE.
 Awareness campaigns.

Business Continuity Exercises Assistance with business continuity planning 
and updates together with the development of 
a testing strategy.

 Business continuity policy and strategy update.
 Business continuity test exercises.
 Support and guidance to update service 

business continuity plans.

COVID-19 Advice and Support Advice and guidance from health and safety 
and risk officers in relation to COVID-19

n/a

Table 3 – Additional Assurance Support

Audit and Risk employees perform various tasks and duties that do not result in the production of a formal report however such tasks provide 
an important assurance support to the Council by providing advice and guidance on various control and governance related issues. 

Assurance Area Rationale Individual Categories
Training and Awareness Internal Audit and Safety and Risk employees 

perform or coordinate various training sessions 
aimed at ensuring that all Council employees 
are aware of correct procedures to follow and 
policies to comply with.

 Anti-fraud training.
 Health and safety training/toolbox talks.
 Emergency planning.
 Member training.
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Assurance Area Rationale Individual Categories
Follow Up Recommended remedial action is agreed 

within both internal audit and health and safety 
audit work.  Whilst action owners are 
responsible for the implementation of the 
actions, the Audit and Risk Team perform an 
important role in monitoring the rate of 
implementation according to target dates and 
escalating where appropriate.

 Follow Up – H&S.
 Follow Up – Risk.
 Follow up – Internal Audit.

Committee/Leadership and 
Directorate Management Team 
Meetings

Members of the Audit and Risk Teams attend a 
wide range of meetings including committees 
and management team meetings.

 Audit and Governance Team.
 Health and Safety Forum.
 ELT/DMT attendance.
 Working groups e.g. Information Governance, 

Business Continuity etc.
 External networking meetings.

Liaison and Reporting Members of the Audit and Risk Teams produce 
numerous reports and briefing notes 
throughout the year and liaise with colleagues 
from external regulatory bodies.

 Production of reports for Audit & Governance 
Committee and the Health and Safety Forum.

 Audit and Assurance Plan compilation.
 Health and safety plan compilation.
 Liaison, when required, with the external 

auditor, Health and Safety Executive, the 
Information Commissioner’s Office.
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Table 4 – Assurance Coverage

The following table sets out how the current internal audit and risk assurance coverage planned for 2021/22 relates to the Council’s strategic 
risks and priorities.

Strategic Risk Assurance Coverage 2021/22
SR01 – COVID-19 pandemic response  Impact of pandemic response on public health business as usual

 Review of business continuity effectiveness during pandemic.
 COVID-19 assurance work

SR02 – Budget restrictions/management of pressures  Financial management
 Contract management
 Demand strategy
 Budget management of public health grant
 All of material/financial systems audits
 Grant certification work
 Anti-fraud work

SR03 – safeguarding failure  Ofsted improvement plan
 Safeguarding
 Adoption
 Demand strategy
 Prevention

SR04 – regeneration delivery  Project management
 Town centre strategy

SR05 – cyber attack  External assurance
 Technical IT audits provided by Salford Council

SR06 – social care 
provider failure - adults

SR06 – social care provider 
failure - children’s

 Care management
 Social Care provider monitoring
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Strategic Risk Assurance Coverage 2021/22
SR07 – EU exit and local growth  Review of business continuity effectiveness and Risk & Resilience 

Manager work on developing business continuity arrangements

SR08 – climate action failure  Climate change

SR09 – information governance  Records management
 Data quality

SR10 – transformation and cultural change  Partnership governance
 Integrated payroll/HR system integration critical friend

SR11 – critical skills  Workforce planning

SR12 – emergency response  Review of business continuity effectiveness during pandemic.
 COVID-19 assurance work.

Priority 1 – Ensure children and young people have a 
positive start in life

 Ofsted improvement plan
 Safeguarding
 Prevention
 Adoption
 Individual school audits and themed school audits
 Schools’ ICT contract

Priority 2 – Promote good health independence and care 
across our communities

 Environmental health
 Care management
 Contact cares
 Social care provider monitoring
 Better Care Fund
 Section 75 Agreement.

Priority 3 – Create safe and strong communities and 
neighbourhoods for all

 County lines
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Strategic Risk Assurance Coverage 2021/22
 Volunteer strategy and controls

Priority 4 – Support a strong, thriving, inclusive and well-
connected local economy

 Highways management
 Estates management
 Town centre strategy

Priority 5 – Create green and vibrant places that reflect 
our heritage and culture

 Waste management critical friend
 Project management
 Climate change

Priority 6 – Be a responsible council  Accident reporting
 Complaints procedures
 Declarations of interests
 All of material/financial system audits
 Integrated payroll/HR system critical friend
 GOSS critical friend
 Anti-fraud work
 Health and safety assurance work


